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Privacy may be summarised as “the right of the data subject to 
control or influence what information related to them may be 

collected, processed and stored, and by whom and to whom that 
information may be disclosed.”

- GDPR Interpretation

4 M. Raciti - Hardening Seven 20231. Intro to Privacy Risk Assessment



Intro to (Privacy) Risk Assessment
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Risk Assessment in a Nutshell
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Privacy Risk Assessment is “a process that helps organisations to 
analyse and assess privacy risks for individuals arising from the 

processing of their data.”

- NIST
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“Threat modelling works to identify, communicate, and 
understand threats and mitigations within the context of 

protecting something of value.”

- OWASP
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Privacy Threat Modelling with LINDDUN
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LINDDUN is a privacy threat modelling methodology 
that supports analysts in systematically eliciting and 
mitigating privacy threats in software architectures.

M. Raciti - Hardening Seven 20232. Intro to Privacy Threat Modelling



LINDDUN Knowledge Base
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LINDDUN provides a set of threats specific to 
privacy, named as “threat catalogue”, in the form of 
threat trees.

The root node represents the ultimate goal.

The children nodes embody different ways of 
achieving that goal.
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How to Model Privacy 
Threats for a Privacy RA?
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Embracing Approach
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Threat embracing wants to capture the standard scrutiny that the analyst 
operates in front of a list of threats to understand the extent of their semantic 
similarity.
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Embracing Approach
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Elements of scrutiny derive from:

- the use of synonyms (e.g., “protocol” and “distributed algorithm”).
- the level of detail (e.g., “Unchanged default password” and “Human error”).

The analyst would conclude whether these threats are embraceable and embrace 
them by selecting the one with the wording/level of detail that they find most 
appropriate, and discarding the other one.
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A Systematic Method
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Step 1 — Threat Collection: involves the collection of the threats that the analyst deems relevant.

Step 2 — Categorisation: categorises each preliminary threat with respect to the LINDDUN properties.

Step 3 — Manipulation: defines a list of operations to build the final threats upon the basis of the preliminary threats.

Step 4 — Mapping: consists in verifying whether the LINDDUN threat catalogue covers the final threats and vice versa.

Step 5 — Safety Check: implements a further safety check of Step 2, when we may have assigned an insufficient list of 
pertaining properties to the preliminary threats that were later embraced in some final threat.
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Automotive Demo - Step 1
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Automotive Demo - Step 2
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Automotive Demo - Step 3
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Automotive Demo - Step 4
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Automotive Demo - Step 5
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f_13 “Failure to meet contractual requirements”

f_41 ”Violation of rules and regulations/Breach of 
legislation/Abuse of personal data“
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Automotive Demo - Results
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The full outcomes include 95 preliminary and 56 detailed final privacy threats.

The application of our systematic method highlighted that there are final threats that are not embraceable with 
any LINDDUN node according to the analyst’s judgement.



What is the main drawback of 
this approach?

…subjectivity!
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Privacy Threat Modelling Ingredients
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Specific Privacy Property
Threat Agents

Application Domain Level of Detail
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Specific Privacy Property
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> Hard Privacy
> Soft Privacy
> Cybersecurity

Cybersecurity plays a complementary role in terms of protection against the unauthorised access of data.
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Threat Agents
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> Attacker
> Data processor
> Data controller
> Third party

TAs may also be considered in combination.
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Application Domain
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> Domain-Dependent
> Domain-Independent

A combination of the two approaches may offer a more effective and efficient analysis.
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Level of Detail
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> Hyponym (higher / detailed)
> Hypernym (lower / abstract)

A hyponym implies a more precise likelihood estimation. However, an excessive level of detail leads to an 
exact assignment of the likelihood (either the bottom or the top value).
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Combinatoric Approach
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Step 1 — Domain-Independent Threat Elicitation: involves the collection of the threats that the analyst deems 
relevant.

Step 2 — Domain-Dependent Asset Collection: consists of the collection of a list of assets for the target domain 
from relevant sources.

Step 3 — Domain-Dependent Threat Elicitation: produces a list of domain-specific threats.
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Automotive Demo
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Soft Privacy

Attacker, Data processor/controller, Third party

Domain-dependent

Abstract (Hypernym)

M. Raciti - Hardening Seven 20234. Combinatoric Approach



Automotive Demo – Step 1
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Automotive Demo – Step 2
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Source: ENISA



Automotive Demo – Step 3
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Automotive Demo – Results
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The full outcomes include 17 soft privacy threats.

These threats are both domain-independent and domain-dependent.



What is the main drawback of 
this approach?

…handwork!
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Privacy Policy RA
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Automated and Intelligent Likelihood Assignment
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Privacy Policy RA with AILA
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AILA in a Nutshell
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AILA in a Nutshell
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1. Automated Assets Extraction
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AILA in a Nutshell

46 M. Raciti - Hardening Seven 20235. AILA Methodology



2. Likelihood Determination Through AILA
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AILA in a Nutshell
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3. Combined Likelihood Determination
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What’s the Deal in Short?
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Automotive Demo
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AILA Results
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AILA Validation

54 M. Raciti - Hardening Seven 20235. AILA Methodology



Agenda

1. Intro to Privacy Risk Assessment
2. Intro to Privacy Threat Modelling
3. Embracing Approach
4. Combinatoric Approach
5. AILA Methodology
6. Conclusions

55 M. Raciti - Hardening Seven 2023Subjectivity and Automation in Privacy Risk Assessment



Conclusions
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The risks for “natural persons with regard to the processing of personal data and 
on the free movement of such data” can be now assessed more precisely.

Future work includes:

- deeper semantic analysis (semantic similarity and hypernym / hyponym)
- creation of a RA tool from scratch.
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Takeaways

–  Subjectivity
+ Automation
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Thanks for 
your attention!

For more information or questions:

 mario.raciti@imtlucca.it – mario.raciti@phd.unict.it

 https://tsumarios.github.io/

 @tsumarios

 https://linkedin.com/in/marioraciti
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